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MANAGED FILE
TRANSFER (MFT)
applications have
become an essential
choice for businesses to
secure and guarantee
the transfer of informa-
tion internally and with
external parties.

These solutions provide
a single tool that handles
all transfer, regardless of
protocol.

/4444744477424

Mike Karp What does managed file transfer
mean? Is it about security, infrastructure, data
transfer, service-oriented architectures

or compliance?

Sandy Weil To us, managed file transfer is very specific and focused.
It has a multiplatform capability with both internal and external file
transfer abilities. Internally, you should be able to use high-speed
proprietary architectures. Externally, you should be able to use all the
standard architectures, such as ACTP, SSL and AS2. You also need to
be able to have a centralized command structure for your technol-
ogy, be able to have audit and security capability, compression and
encryption. The most important thing is the flexibility to have this run
on any platform.

Colin Cocksedge Companies already have a large number of point solu-
tions, which selectively meet needs such as security and platform sup-
port. What they do not have is standardization across all of those plat-
forms. Implementing a managed solution allows companies to globally
enforce security standards, have a consistent blanket audit process and
provide central monitoring of all the file transfer and inherent processes.
In fact, given some of the legal mandates for business accountability
that are arising in the industry, companies must ensure that they are
capable of providing the kind of facilities that a managed file transfer
solution can offer.

Kathryn Hughes We view managed file transfer as the lifeline of an
organization — you can’t survive and thrive without the exchange of
business critical information, both within the organization and across
the global enterprise. »
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TRANSFERS: FILES IN NO TIME FLAT

Movement of business content can be handled in a variety of ways

depending on business requirements, such as the criticality of data, deliv-
ery timing, and content sensitivity. Some data transfers happen in an ad
hoc fashion, such as over e-mail. Other transfers are transaction-based,
which means they need to occur at set intervals, and must happen on
time and with assured data integrity. A truly robust managed file transfer
solution delivers rigorous security; a SOA infrastructure that can adapt
and grow with a company’s needs; easy user provisioning; an administra-
tive dashboard that provides end-to-end visibility into data flow (includ-
ing auditing and reporting); and the ability to integrate easily with existing
applications.
Ken Orris: Managed file transfer is the secure, reliable and auditable
fashion of transferring files or data among entities. More importantly,
it is about establishing and automating processes that facilitate that
transfer throughout. They all must be transparent.

“.MANAGED FILE
TRANSFER SOLU-
TIONS ADDRESS THE
SECURITY OF THE
DATA AS ITT MOVES
ACROSS PUBLIC AND
OPEN NETWORKS'”

— Colin Cocksedge
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MK What are the key issues involved in managing
the transfer of files?

CC From a business perspective, the enforcement of security and audit-
ing capabilities has a big impact on IT.

From an internal perspective, you may want to look at providing tools
that allow the integration of the whole data transfer management into
existing tools. This provides monitoring management capability that
encompasses the processing of data once the data has been moved
between environments.

Another key issue for businesses is that managed file transfer solu-
tions address the security of the data as it moves across public, and
open networks.

KH Some of the biggest issues businesses face today stem directly from
the need to mitigate or control risk, in all its permutations. Companies
simply can’t afford downtime or outages when it comes to reliable trans-
fer of data, especially when transfers involve Service Level Agreements
that mandate delivery times and methodologies, and impose financial
penalties if a partner misses the mark. Nor can they afford a lapse in
their ability to comply with industry and government regulations, and
that means being able to provide seamless visibility of secure data
movement — where is your data is going? How is it being exchanged?
Who is accessing it and what are they doing with it? Another element of
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FILES IN NO TIME FLAT

TRANSFERS:

“CONSIDER THE BREADTH OF
THE OFFERING - DOES IT HAVE THE
FLEXIBILITY AND SCALABILITY TO
GROW AS YOUR BUSINESS CHALLENGES
AND REQUIREMENTS EXPAND?
BEING ABLE TO ADAPT QUICKLY
TO EVOLVING BUSINESS NEEDS IS

CRITICAL TO YOUR SUCCESS.”
— Kathryn Hughes
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risk that must be closely managed is cost of ownership, which is not just
people-hours and licensing but also includes the complexity associated
with managing a multitude of point systems. A solid managed file transfer
solution will help an organization mitigate risk in all these areas.

KO Access control is important, it's more than securing the data and chan-
nels. It is about having good access control procedures in place so that the
right people within your organization have the right credentials to actually
work with handling these configurations.

Audits are also essential. Knowing who in an organization changed a
particular configuration down to a field level that affected delivery meth-
ods is important.

SW My view is that security, audits, centralized control, flexibility and
workflow are purely the table stakes required for a company to be a man-
aged file transfer company.

For example, we have a large retailer that uses our product to commu-
nicate with business partners externally. Some of the technologies that the
business partners have are pure FTP applications, some are our competi-
tors’ products, and some are customized.

One of the issues that we begin to see is ‘breakage’ (when things do
not communicate properly with one another) as FTP is more broadly used
across different enterprises.

If a company has multiple products across a number of platforms, it
can run into an issue of cost of maintaining and managing people, time,
networks and product.

MK Most companies have managed well without
investing in managed file transfer solutions.

Why should a company now make this investment?
KH In actuality, businesses have been relying on various means of file trans-
fer for years. The difference now is that the scope and nature of business
challenges have eclipsed the relatively fragile file transfer mechanisms
we've been using. Something far more robust is now necessary. When
you add up all the bases a business now has to cover — including huge
increases in data volume and transfer frequency, the need to protect sensi-
tive data, requirements for both automated and ad hoc data exchange, and
the demands of admin visibility, auditing and reporting — it’s obvious that
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something far more robust must take the place of the myriad of point solu-
tions we've historically relied on. Without these enterprise-class managed
file transfer capabilities, you're going to be left in the dust. That’s why we
consider managed file transfer not just “a nice thing to have,” but rather a
key investment in core business infrastructure.

KO | disagree that companies have been doing without managed file transfer
for some time. There are companies that have done it for up to 30 years.

Today, it has simply evolved with the digital age. It is about the complex-
ity of moving data. Risk mitigation is an important driver in implementing
these processes.

One of them is the changes in compliance requirements. There has been
a move away from industry-specific compliance rules to more of a business
mandate that requires those who are in business to be responsible and in
control of everything that happens within the organization.

The second is the expansion of business applications that touch a vari-
ety of systems that require increased movement and management of data
between organizations on a daily basis. This requires not just managed file
transfer, but a solution that covers the entire enterprise.

MK What should IT managers be looking for
when considering their needs for a data and file
transfer solution?
KO It is important to take an inventory of what your needs are as an organiza-
tion when looking at options for managed file transfer solutions. What types of
encryption are you going to need for transports? How large are the documents
that will be pushed through and how often? What type of transparency do you
need into this overall process both internally and externally to pull it together
and become a seamless, end-to-end solution for both you and your partners?
SW The basics are security, the ability to do encryption and compression,
scheduling and audit. That is what it takes to be in the enterprise.
Furthermore, companies should really look at who the innovators are.
The innovative companies will lead us into the future. Changes in govern-
mental regulations are even calling for these types of changes in company
processes. Our big innovation is high-speed across long distances. We
have embedded new technology in our product to do that.
CC Before companies look at vendors, companies must perform a detailed
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TRANSFERS:

FILES IN NO TIME FLAT

‘IT’S IMPORTANT TO TAKE AN

“ INVENTORY OF WHAT YOUR NEEDS ARE

WHEN LOOKING AT OPTIONS FOR
MANAGED FILE TRANSFER SOLUTIONS.
WHAT TYPES OF ENCRYPTION ARE YOU
GOING TO NEED FOR TRANSPORTS? HOW

LARGE ARE THE DOCUMENTS THAT WILL
BE PUSHED THROUGH AND HOW OFTEN?”"

— Ken Orris
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analysis of how they use multiple types of data transfer. Sometimes tools
are being used incorrectly, for example, using email systems for file trans-
fers. On a small scale, misusing tools does not matter, but on a large scale,
e-mail networks die when all a company’s data is pushed through it.

KH A company’s managed file transfer investment should center around
meeting its business needs today and the ability to scale to meet the busi-
ness demands of the future. The core elements required in managed file
transferinclude management, security, auditing, reporting, process orches-
tration, adaptability and flexibility. The need for security can vary depend-
ing on the sensitivity of the information exchanged. For example, highly
sensitive trade secrets, intellectual property, data that includes personal
information of customers or employees, and financial and health informa-
tion all have extremely high security requirements. Manageability is also
key. But if forced to pick and choose, we’d have to go with adaptability as
the most important part of a managed file transfer solution, because the
capability to scale with business growth and integrate new applications
seamlessly will make an MFT solution a strategic part of your infrastruc-
ture, a competitive differentiator, and therefore, a benefit to your top line.

MK There must be some difficulty in implementing
managed file transfer. What inhibits companies from
successfully deploying a MFT solution, particularly
for large enterprises?
SW To implement MFT across the enterprise, you have to breakdown the
silos - planning is key. You must think about the risks and rewards. What we
have done successfully is look at the quadrant analysis in two categories:
highest risk and least reward, and then lowest risk and most reward appli-
cations. This can help determine your plan. In other words, why tackle the
most difficult one first?
CC There are several things that can inhibit a successful enterprise-wide
deployment of managed file transfer. One is licensing where there is a
need to justify the cost of an individual project budget. Companies should
resolve this upfront in terms of how they license solutions. Some solutions
are very expensive, and if you have to license them on a server by server
basis, that inhibits the rollout of them.

Another area is to ensure clear communication of standards within
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an organization. It’s essential that developers working in isolation have
clear directives.

And finally, in some companies, there is an “if it’'s not broken, don’t fix it”
attitude which can inhibit the long-term goals of implementing a compliant,
company-wide MFT solution.

KO Implementing managed file transfer takes a certain degree of planning.
You have to have an inventory of all the existing file transfer and determine
how they are going to be adjusted.

Also, listen to your vendor. They have project plans that are specific
to their technology. They know what is needed to make it work for you.
Furthermore, training is key. Managed file transfer sounds simple, but there
are many things to go through, particularly if people are used to dealing
with a particular way FTP works.

The best advice is to have a staged rollout. Make sure you are testing
with your trading partners and then move it into production and then onto
the next round. It’s good to have measurable bites to establish and deter-
mine successes.

MK What is the importance in terms of rollout

of access to professional services?

SW We focus on building software and enabling people to work with both
our small professional services group and other third parties.

CC With our practice, the services depend on the customer. It is all about
listening to the customer and understanding the needs and available cus-
tomer resources to implement the solution.

KH Customer requirements and complexity of the implementation deter-
mine the level of professional services that will be needed. Axway offers
“out of the box” solutions that customers can implement on their own, as
well as an experienced professional services team for meeting the most
complex enterprise customer needs.

KO We are the experts in our own technology and we offer a complete man-
aged service. We take and manage the entire process for a company. We
provide our advice and expertise across the full spectrum.

MK How important it is to look for a file transfer
solution that supports a multiplatform environment?
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TRANSFERS:

FILES IN NO TIME FLAT

“TO US, MANAGED FILE TRANSFER
IS VERY SPECIFIC AND FOCUSED.
[T HAS A MULTI-PLATFORM CAPABILITY
WITH BOTH INTERNAL AND EXTERNAL

FILE TRANSFER ABILITIES”
— Sandy Weill
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KH It’s key to choose a solution that can quickly adapt and grow to meet
business and partner requirements. Multiplatform support is just one of
these areas of adaptability. An open-standards based solution is a must,
because proprietary solutions force businesses to make assumptions up
front, which in turn will impose limitations not only on your business, but
on your ability to work with partners and trading communities.

CC | think there are needs outside of platform support that are driving open
standards. One is the different people in the community with whom you have
to communicate who have different dictates so that you may have to support
open standards anyway. You can use that as leverage for platform support
as long as you can get the integration so that you still receive the benefits
of what you are trying to do with a managed file transfer solution in terms of
making sure you have the security, visibility and control with that rollout.

MK What are the key attributes that companies
should look for in a managed file transfer vendor?

KH Consider the breadth of the offering — does it have the flexibility and
scalability to grow as your business challenges and requirements expand?
Also, look for proven company viability, willingness to share strategic vision
and roadmap, and a diverse referenceable customer base.

KO One key attribute is scalability. Without a doubt, you should select a
vendor that can take you from the smallest implementation up to the hori-
zontally spread distribution of complex systems and be able to take you
all the way through that as you continue to grow. Cost of ownership is also
important. Lastly, ask for customer references. If you cannot talk to a cus-
tomer who has happily implemented the solution and can speak about the
negatives, then | would shy away from it.

SW [t is also important to look at the DNA of the company. For example,
Proginet has been in the managed file transfer service for 20 years. It is
important to know where the company comes from, how long it has been in
the business and where it intends to go in the future.

The only other thing | would suggest is to not just conduct a generic

evaluation but get engaged to see how some of the products really work to
solve particular business problems.
CC This is an enterprise-wide solution. Thus, you are looking for a strategic
partner. You want to look for the vendor’s ability to demonstrate and under-
stand your business and technical needs. Also, be aware that every vendor has
one or two customers that will say nice things about them. Be sure you have
detailed questions you want to ask. Make sure the company’s implementation
is the kind of thing you want to implement as a long-term strategic solution.

MK What separates your company from the other
managed file transfer providers?
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KO Inovis has been around for 20 years and we have 20,000 customers.
Specific to managed file transfer, our background is solidly based on our b2b
gateway technology. If you are looking for a consolidated solution for both
managed file transfer and, perhaps more broadly, EDI or XML, or if you need to
get into verification or transformation manipulation of the data, we can help.

People typically think of MFT as only FTP, and it is not. Files can transfer
via email, http and various other protocols. These are all supported by our
product as well as being able to handle ad hoc situations. Also what sets us
apartis that we are Drummond Group certified.

We utilize agile software development methods for our b2b gateway
product. As new things emerge, we are able to adapt and bring new func-
tionality to the market more quickly. Beyond professional services, we also
handle MFT from a managed service perspective, so you can completely
outsource this function to us as a company. Alternatively, we can just host
it and help you to manage it yourself.

SW Innovation has been critical for us to be nimble, as well as making sure
we have differentiated technology.

Right now we are in the middle of embedding a technology called
Rocket Stream into our MFT product, which uses a proprietary protocol that
rides on top of TCPIP. It is essentially a software WAN accelerator that lets
us send very large files long distance at speeds up to 100 times faster than
current TCPIP standards. We have an exclusive to it so that many of our
competitors cannot embed this particular technology into their products.

Additionally, we have a small security business which has helped us
understand security concerns. The most important thing to our clients is
price and performance. Many of the competitors out there do not offer true
enterprise licensing, and we certainly do.

CC We are really allowing companies to leverage existing tools across the data
center so they can successfully integrate it into their whole processing model.
We are not introducing a new silo of technology within the data center.

We also have a unique Single System Image technology. This allows us

to provide the central view of all data transfers that are initiated both inside
and outside of the controlled and managed environment. By doing this, we
can ensure that companies are able to enforce their corporate standards
and meet their audit requirements.
KH Axway has over 22 years of focused emphasis on managed file trans-
fer, with over 11,000 customers worldwide. As a recognized leader in the
2008 Gartner MFT Magic Quadrant, we offer the industry’s most secure,
reliable and auditable managed file transfer solutions, providing a centrally
managed system for management, process of orchestration and visibility
of secure file transfer activity across multiple file transfer sites and appli-
cations. And our MFT solutions are available in a variety of deployments,
including software, appliance, hosted solution, and services. BTQ
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Is your data secure? Data security breaches occurring at
reputable corporations with large IT budgets have become a
commen eccurrence. FTP and other conventional methods
of data transfer are insufficient to protect your mission-critical
data,

Stonebranch’s Managed File Transfer solution is designed
to transfer your data in a secure and automated manner,
exceeding security and auditing requirements. Our solution
enables end-to-end wisibility of all your data movement
throughout your entire [T infrastructure.
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