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Open Issue Alert 
UACL  (Universal Access Control Lists) configuration updates made through the 
Management Console may delete existing definitions. 
 
Product:   Indesca and Infitran 

Release:   4.2 and below 

Resolution:   Release 4.3, planned delivery March 31, 2011  

Workaround Yes 

 

Details 
With release 4.2 or below of the Management Console, any commit that includes an empty 
ACL rules table will result in all ACL entries being deleted from each agent specified in the 
commit.   

As a result, any activity that relies on an ACL rule will fail for the effected agents.  This 
includes, but is not limited to, the Remote Configuration ACL, which would cause additional 
commits from the Management Console to be rejected.   
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Setup for Problem Scenario 
In the screenshot below, we see that the Remote Configuration Access Rules table contains 
three entries.  Therefore, we can say that the Remote Configuration Access Rules table is 
not empty. 
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Also in this profile, we have access rules tables that are empty and are selected to be 
included in a commit.   

The following screenshot shows an example of an empty table that has been selected for 
inclusion in a commit.  In this case, the table is Broker Access Rules. 
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Results of Problem Scenario 
 

Before Committing Management Console Profile 

In this example, we will assume we have a uacl.conf file with some entries for remote 
configuration access rules.   

The following screenshot shows the contents of the uacl.conf file. 
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After Committing Management Console Profile 

After committing the profile, all rules in the configuration file are deleted.  It is important to 
note that all rules, regardless of the type, will be deleted.   

The following screenshot shows the empty configuration file that results from the commit. 
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Workaround 
In order to prevent the problem described above, all empty ACL rules tables must be 
deselected prior to a commit.   

The following screenshot shows the same profile from above with all ACL rules tables 
deselected, with the exception of the Remote Configuration Access Rules table (which is not 
empty).   

Note the red circle that shows that the empty Broker Access Rules table has been 
deselected.  Also, the red arrows show the differences in the tree icons for tables that have 
been selected and tables that have been deselected.  Only tables that have been selected 
to be included in the commit have a tree icon embellished with the green checkmark ball. In 
this example, the ACL rules will be successfully updated as expected. 
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